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State-of-the-art Voting Architecture

(e.g., D-Voting @ EPFL, Swiss Post @ Switzerland)

EP::L D-Voting @".'. Forms Admin About [ + Create form ] @ @

Vote

You may cast a ballot as many time as you want while the form is open. Only your last vote will be taken into account

Elections 2024: School Assembly, CAT
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Properties

* Vote Secrecy: do not reveal a voter’s vote to anyone

* Universal Verifiability: allow an auditor or the public to
check that the election outcome corresponds to the
registered votes

* Individual verifiability: convincing a voter that the
system correctly registered their vote



Vote Secrecy
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Universal Verifiability
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ndividual Verifiability
(Swiss Post)

Start voting key:
tibv-kvtc-yiju-hh5h-pjsk

.

Choice Return Code: Please check that your
Buostioni: device.displays the correct
T VES- 1225 choice return codes.

S0 i I If!ci): ezaonrr]iitcsaiee t;fedco(ijrt;fd

EMPTY: 2812 . g

please contactthe election

Question 2: authorities

YES: 9817 (OXX / XXX XX XX).

NO: 2111

EMPTY: 6745

-

Ballot casting key:
8147-1584-8

‘ Please check that your
device displays the correct
vote cast return code.
If you cannot see the correct
code or in case of doubt,
please contactthe election

authorities
(OXX / XXX XX XX).

Vote cast return
code:
0742-5185

Voter

¢« | Enter the Start Voting Key

¢« Oelect voting options

Send vote

System

Send Choice Return Codes

<« Check Choice Return Codes

¢« | Enter the Ballot Casting Key

Confirm vote

Send Vote Cast Return Code

<« Check Vote Cast Return Code




Swiss Post System Model
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Online Voting

Increased
Convenience

L

Home Hotel Room

Cast your vote on your own device from anywhere



Online Voting
®

g Risk of Coercion
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Cast your coercer’s vote



Coercion in E-Voting

Forceful Vote-Buying Selfie

1. Austgen, James, et al. DAO Decentralization: Voting-Bloc Entropy, Bribery, and Dark DAOs. arXi1v:2311.03530, 6 Nov. 2023.



Coercion in E-Voting

“Dark” DAQOs:

Forcetul Vote-Buying Selfie Vote Buying at Scale

Online voting is susceptible to more scalable coercion threats

1. Austgen, James, et al. DAO Decentralization: Voting-Bloc Entropy, Bribery, and Dark DAOs. arXi1v:2311.03530, 6 Nov. 2023.



Roadmap

 Coercion-Resistance

* TRIP Registration Scheme
e User Study Design

o User Study Results

e Limitations and Conclusion



Coercion-Resistance

Deniable Re-Voting

Later but
before voting
period ends

Q Override coerced vote

Q L ast-minute coercion

Coerced Vote Intended Vote



Real Vote Fake Vote(s)

Counts Does NOT count

Intended Vote Coerced Vote

cast votes that do not count while
being indistinguishable from real credentials which cast votes that do count.

1. Juels, Ari, et al. “Coercion-Resistant Electronic Elections.” Towards Trustworthy Elections: New Directions in Electronic Voting, 2010.



Usability & Verifiability Concerns
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Comprehension?  Real or Fake Credential? Genuinely real?




Roadmap

 TRIP Registration Scheme
e User Study Design

o User Study Results

* Limitations and Conclusion



Trust-Limited Coercion-Resistant In-Person Registration

Check-In Credentialing Check-Out Credential Activation

Activate Real Credential | '
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TRIP issues voter-verifiable real credentials and indistinguishable

1. Merino, Louis-Henri, et al. TRIP: Trust-Limited Coercion-Resistant In-Person Voter Registration. arXiv:2202.06692, arXiv, 17 Mar. 2024



Real Credential Creation Process

(with an interactive zero-knowledge proof)
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Voter presents envelope after kiosk prints first QR code
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Roadmap

* User Study Design
o User Study Results
e Limitations and Conclusion
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Study Flow & Location

Enrollment
Instructional Video
TRIP Registration
Voting

Survey

Suburban

&=

Park of Boston, MA




5 Study Groups

Control Group / \

B >

Honest OR
Malicious Kiosk

\  With OR Without
Security Priming




5 Study Groups

Group C

Real Credential Only

Intended Deployment in Reality

Group SF Group SM




Malicious Case: Stealing Voter’s Real Credential
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Security Priming?

Without Security Priming
Groups F & M

DISTINGUISHING CREDENTIALS

Real Credential Test Credential
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Check-In Ticket

Step 1 Step 2 Step 3 Step 4 Step 1 Step 2

scan  Kiosk immediately pick  Kiosk prints pick Kiosk prints
Check-In  prints symbol & andscan 2 remaining and scan entire receipt
Ticket a QR Code envelope QR codes envelope

Intended deployment:
“positive vibe” but less instructive

\ With Security Priming
5 Groups SF & SM

/\\ BEWARE /\
DETECTING A HACKED KIOSK

Real Credential
Incorrg;t -

Check-In Ticket :; g:

Correct

Cl

Che

k-In Ticket

Step 1 Step 2 Step 3 Step 4 Step 1 Step 2 Step 3 Step 4
scan  Kiosk immediately pick  Kiosk prints scan MISSING pick Kiosk prints
Check-In prints symbol & andscan 2 remaining | Check-In and scan entire receipt
Ticket a QR Code envelope QR codes Ticket envelope

More instructive but
potentially “scary” or unsettling

Instructional videos are available at https://github.com/dedis/trip-usability



https://github.com/dedis/trip-usability

Roadmap

 User Study Results
 Experiences with Coercion
o Usability of System with Fake Credentials
 \erifiability of Real Credential Issuance

* Conclusion



150 Participants

25 -
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Control Group: 30 S 5.
Each Treatment Group: 30 fm-

o O

20 25 30 35 40 45 50 55 60 65 70 75 80 85
Age

Average: 44 Median: 36.5



Reported Coercion Incidents

Reported Sources

Q 26% ﬁ{l Spouse

report experiencing or | abor Unions
knowing of someone who

has experienced at least
one form of voter coercion

. Colleagues

= Party Members



Coercion Scenarios

Scenarios in Study
Most Likely Most Reported

Iz

Forcetul Ballot Selfie @
Ballot Selfies Forceful
VOTE & Extremely likely: 24% Reported: 46%*
;_/' =) Reported: 23%* Perceived as least likely

Buying Ballots Vote-Buying App

* Among the 26% experiencing or knowing of someone who has experienced at least one form of voter coercion.



Coercion Sources

Sources in Study
Most Likely Most Reported

Family Family
Extremely likely: 21% Reported: 58%*

Family Members Authority

Employer Party Members

* Among the 26% experiencing or knowing of someone who has experienced at least one form of voter coercion.



Roadmap

 User Study Results

e Usability of System with Fake Credentials
 \erifiability of Real Credential Issuance
* Conclusion



Success Rate

Create . . Vote with
Credentials Activate a Credential Real Credential
. D
95% 02%
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Fake Credentials

&

/6% create at least 53% would create
one fake credential in reality

96% understood Its use



Improper Use of Fake Credentials

& -
Memory Lapse?

C
8 . Environmental

- Distractions?

H ?
o Misunderstanding
Instruction?

10% cast their intended vote !

using their fake credential |
Deliberately
Disobeying?




Real World?

Fake
credentials!

Only real
credential

“Not interested in the
uses”




Roadmap

* The Coercion-Resistance Challenge
 TRIP Registration Scheme

* User Study Design
 User Study Results
* Experiences with Coercion
o Usability of System with Fake Credentials
* Verifiability of Real Credential Issuance
* Conclusion



Kiosk Reported as Malicious

Without Security Priming
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Detecting Ba
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Symposium on Security and Privacy, 2020
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* Coercion-Resistance

* TRIP Registration Scheme

* User Study Design

o User Study Results

* Limitations and Conclusion



Study Limitations

Did not replicate an official registration
environment

Did not study voters actually under coercion

Did not study long term storage, use of
credentials
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The Coercion Problem
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26%

faced coercion or know
of someone who did

Conclusion

Introduction to

96%

Understood the use
of fake credentials

93%

Willing to create fake
credentials in reality

Usability of
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